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The Tecom Challenger panel...

the heart and soul of

your security/access system

The Tecom Systems Challenger integrated alarm and access control panel, first released to the
security industry in 1989, is widely accepted s & versatile, quality, Australian made product
Challenger's flexible design makes it the benchmark for alarm and access controd systems.

The Challenger panel is the heart and soul of the system, with its modular *Add As You Go®
design. The panel allows expansion and control of the system with a range of ancillary panels,
controllers, readers and LAN devices.

Suitable for locations with special needs, the Challenger has been installed in universities,
financial institutions, chain stores, supermarkets and prisons. A large number of Challenger panels are also used to secure homes

pmd small businesses.

The Challenger is flexible, Its design allows you 1o control just a few sccess doors and alarm inputs, or expand it to control
thousands of doors, inputs and users. Built-in alarm reporting facilities ensure every Challenger input, door, field controlier
— or in fact any device on the encrypled LAN network — when programmed, automatically repost a change of stalus on 2

2d-hour basis o8 remole location.

The Challenger uses all industry standard reperting formats and mediums, hence, High Speed Digital Dialler, Direct Line,

Securitel, Mobile Data and TCP/IF are supported

The Challenger Panel is programmable and can be used directly from installed keypads. The panel can also be connected
permanently, or temporarily, to either of Tecom's two management software packages, Ares and Titan.

During Challenger's evolution, Tecom Systems has maintained and encouraged direct feedback from customers to further adapt

the product 10 real-life, ever<changing applications.

The power to grow
even further...

Even your biggest security needs can be handled by
Challenger. Whether runming from it own LAN, or via a PC
network, Challenger meets your needs.

With printers...

The Challenger Panel when connected to a serial printer
using the optional T30094 Printer Interface, supporis Epson’s
Dot Matrix or Hewlent Packard's Laser |1 (Several printer
bawd rufes can be selected.) The printer can be programmed
to produce “real time” hard copies of all alarm and access
contral events &5 they oecur, or print history reports at
specific times of the day.

Liser names, once programmed
ima the Challenger panel, are
printed with events where
relevant. The Challenger Panel
can produce all reporis without a
PC or & computer network.

Or with ARES and TITAN
management software...

Ta give you maore control over your security needs, and to
increase the flexibility of your Challenger Panel; with a TS00
Computet and Printer interface installed you can connect to 8
computer running Ares of Titan mansgement softwane.

Both optional management software packages are designed to
work with your Challenger panel. Whether your site is big or
simall, the Titan ond Ares manngement software packages can
handle every aspect of your security needs. Titan and Ares off
on-gcreen sile maps, alarm monitoring, full system
programming and control, user and alarm, history reports, eve
lops, access control and Photo-1d,

{Specific brochuves cover tve Titm

el Aves management software
sofutions. )




Flexibility, security and control

The challenger panel is flexible, secure and gives you the control
you need. Whether you're a small one-room office or a multi-site
manufacturer, Challenger meets your needs...

Start out small...

For example, let’s say you're an exclusive jewellery designer with a small shop. Your immediate security needs are met by
installing & 16 input Challenger system with oné Remote Arming Station (keypad) adjacent to the front door, a few passive
infrared sendars, front and rear door magnetic reed switches, s sirobe light and a siren.

Success! Your business grows...

Business is good, in fact, it's so good you buy the store next door and hire a few stafl. MNaturally you'll want the same level of
security ol your new premises too. Thanks 1o the flexibility of the Challenger system you simply add one Data Gathering Panel
to manage the additional alanm points in the niew shop.
Keypads and & Smart Card Resder are also added 1o the
rear door to enalble walf condrol of the alarm and restnict
access info the rear of the shop

...and your Challenger system
continues to grow with you

Theough hard work and clever marketing, business booms.
You buy o vacant block of land at the end of the street and
build a new warchouse, office and showroom. But you still
require the same kevel of secuniy.,

Once agan, the Challenger system expands with you. Your
original Challenger Panel i3 networked, using a leased ling,
tor the new security equipment in the new complex. The
new complex containg additional security alarm equipment
including detection devices, Remote Arming Stations and
sirens, Using Intelligent Four Door Controllers and Sman
Cards andd Readers, access controd features have also been
included to restrict, manage ond monitor acoess through
and out of the complex. This is due to large amounts of
finished goods stored in your new warehouse

As all three premises are part of a single Challenger
swstem, any part of the complex may be monitored,
coftrolled and ehecked from any Bemote Arming Stateon at
each of the locations.

As vour sites become busier with large amounts of both
emploves and stock traffic, you install the Titan
msnagement software package and connect it to the
Challengér Panel. The Titan software mamtains a full log
of all system setivities with archiving and reporting
facilitics. Programming, monitoring and control of the
Challenger are standard features of the package but you
relish the optional buili-in Photo 1D package that allows
vou fo create and manage photo identification cards for all
your cmployess, contractors and visitors. All products in
the Tecom Challenger range are designed to work hand-in-
hand & complement all aspects of your security and access
control requirements.

I1's thot exsy.




‘Add as you go’
makes expansion easy!

As your access and security needs grow,

s0 can your Challenger system, thanks to Tecom's
simple-to-use ‘add-as-you-go' system. Some of the
features available include:

Challenger Panel B

The standsrd Tecom Challenger Fanel comes with 16 inputs, monitored siren oubputs,
strobe or bell output, and manages up to 16 individual aress or systems, Esch
individunl ares has specific user access

The features and capability of the Challenger Pane] are expandabls by adding Duta
Gathering Fanels. Data Gathering Pancls may be connected by an encrypted RS4835
LAN system, with a network distamce of up to 1. 5kms.

Remote Arming Stations (RASs) Il

Remote arming stations can be connected to the Challenger Panel and Access
Controliers, 1o expand and enhance both new and existing systems. These devices,
wihen assigned io 8 panel, provide a range of access, control, programming and staies
indication funchons.

Standard Input/Cutput Data-Gathering Panel (TS0820) W

The Standard Data Gathening Panel expands the Challenger's alorm handling
ahilitbes; so more impuis and outputs can be connected 1o the sysiem.  Standard Data
Clathering Panels have eight inputs. By using expander units (TS0021 ) the sumber of
inputs can be increased o 32, In addsten, up to 16 relay or open collector outputs
can be pdded 10 the Standard Data Gathering Panel, 1o drive auxiliacy devices such as
sounders, lights, pumps, and sprinklers.

Tecom alse offers a cost effective four input Duta-Gathering Panel 60 momitor non-
powered devices, such as panic'duress buttons or reed switches.

Inovonics Radio Data Gathering Panel (TS0825)

The Inovonics Data Gathering Panel is designed for installations where wiring o

input devices is impossible, extremely difficult or simply too expensive. The

Inovonics Data Gathering Panel manages all Inovonics radio transminting devices,

swch ms passive infrared deteciors, reed swilches, smoke dedettors, and duréss'panic

bunons. Each Inovenics Data Gathering Panel manages up to 32 individual, fully : .
supervised, wireless ranamitters; and 2048 user duress buttons, =" i, |

Intelligent Four-Door Controller (TS50867) B

The Tecom Challenger Inteltligent Four-Door Controllers perform all nceess control
facilities in “real time” using “distributed intelligence architecture”. The Intelligent
Four-Dioor Controlbers make all necess control decisions themselves and report events
back to the Challenger Panel, via the Challenger LAM.

If the Challenger's LAN to the Intellipent Four-Dioor Controller fails, all sccess
control operations continue normally without wsers being aware of the problem
Druring 3 system Rilure, the Intelligent Four-Boor controller stores up to 500 cvents
in s buffer, uploading them to the Challenger Panel and any management softwans
when LAM communications are restored.  The Intelligent Four-Door Controllers also
integrate alarm and access control by enabling users and events to control the intruder
alarm arcas behind cach controlled door. For example, the controller can count people
moving in and out of an area, and arm an srea’s alarms o no traffic is counted after o
specified mme



With four built-in reader interfaces and it's own sub-LAN, the Intelligent Four-Door Controller
supports all indusiry standard reader devices, incloding magnetic siripe, proctiminy, Biometrics
and PIM, In fact, 20 reader devices may stmulisncously control the four doors. Multiple reader
and PIM formats can also ba used simulaneously.

Hardware features of the Tecom Intelligent Four-Door Controller include:

= Power Supply and provision for dual standby rechargeable bameries

= Four lock stmike relays

= Bixteen inputs for door contacts, egress butions, "door open 100 long” and alarm mputs. All
impsts are monitored against tampering by using schectable four-state moniboring

= Four reader ports, selectable for interfacing 1o Wiegand or magnetic stripe format readers

= An access controller LAN copable of driving 16 LAN devices for increased door control
ophons,

Operating features of the Tecomn Intelligent Four-Door Controllers include:

= Standard 11 466 users, expandable 1o 17 000 & 65,535 merg

= Anti-passback facilibes with selectable enforcement maodes

= Region counting 10 treck the number of users in any area, including car parks

* Integration of alarm contral by region counting and monitoring of mavement within arcas

* Integration of slorm confrol using multiple, prograrmmable badging techniques

» Door “forced’ and "open too long' alarm monitoring and peneration. Door "open too long”
alarms may also be preceded by a “waming™ timer, giving a local alent before an “open tob long”
alarm stans

= Macro-logic facilities perform automatic operations if a specific event ocews e.g., & valid card
badge sutomatically turns the relevant alarm area off, lights and air conditioning on, but anly in
a specific time frame

* Restriction and mansgement of user access including time zone, privileged, dual custody, lost,
void, expired and aufomaiie locking and unlocking of doors at specified times with anothes
fenture, stopping the door unlocking sutomatically untl a valid user is already in the srea

= Inferlocking of airffock doors in secure ancas.

Intelligent Four-Lift Controller (TS0865) &

The lintelligent Fous-Lift Contraller gives full acceds conteil facilities for fowr lifts'elevatior over
64 floors. Lismg the same desagn as the Imtelligent Four-Door Contmaller, the Imelligent Four-
Lift contraller has all features of the Intelligem Four-Door Controller.

Orther Nift facilities include secarity ond fire override capabilities and monitoring of call batton
activation. An optional Tecom mtegration unit enobles high-tevel interfacing with the protocols
of several Liff companies,

LAN Devices (TS0893, TS08%4, TSO895, TS08%6) B

Four different LAN devices offer a range of communication alicrmatives and solutions for the
Challenger LAM. Thess incluede electrical molation of LAN devices from each other, cahie
looping 1o and from a central point for line integnity, and communication from the Challenger
LAN cabling to Optical Fibre and back again

Mobile Data Interface (TS2053) W

This interface enables a Challenger system t0 communicate via the Telstra Digital Mobile Data
Metwork ™, All alarm and status information i transmitied from anywhere within thee Australisn
Coverage Arca to a TS2000 Tecom Receiver located a1 a remote monitoring station, Mobile Data
commaunications are also duplex, allowing the remote Monitoring Station to control scame of the

Challenger's operations

Intelligent User Modules {TS0883 & TSO8E4) W

The Intelligent User Modules (IUMs), "TS0883=17,000 users” pnd *“TS0EE4=65,535 users’,
mcrease the Tecom Challenger system®s Nexibility with user acoess cards by providing unlimited
re-1ssue levels and the ability 1o keam multiple and non-standard card formats. IUM3 also enable
the Challenger system to use multiple carl formats and proiocols simultaneously. Each user in
the database can hold snd wse both card and PIN information



Challenger - expandable, flexible...

Starting from the basic Challenger panel (top left corner), this
diagram demonstrates the Challenger's major advantage over its
rivals — the system easily grows to meet your needs.

R5232
TSOB1E Challenger panal with 5
ﬁﬂ'ﬁmm' S Printer
- -
TSO86T Intelligent 4 Door Controller (Fully redundant) Titan or ARES "
I]l Four onboeans Wingand
e iy Soigen Lidirlsnisg

b 10 ieypavdiiancel daviom. o
Arrpit Contintey LA s [Povesas b= & Cur
Arcesd Contredes LAN Paadia § PR bncior o mach doce

THOBED Imtelligent Four Lift Controller (Four lifts- 64 floors each. Fully redundant. |

a llll Fins parizomr Wagara!

Mpg Swiga ndainoe

Crpinnal hugh lervail wimrince -
o i =
i m LA Juipass sacercislbes b 55 oulpuls =

Sroamm (- ienisr LA

TSR0 Data Gathering Pancl
Eighs inpuds, sxpandabe, in ghoups of eghl using TSO00E axpancens,
i 3 Bnpuats. Sinen owilpist and up 1o 18 progiasmmsble culputs

Selaclabie 16 of J2 Tty Supedyitid ngvorics wilelids

TEMEZE Inovonics Hadio Data Gathering Panel
H e inpats B up 1o M8 mer Suness InEnamitionm.

E THOEET Four Input Data Gathering Panel

sy 15 Data Gomening Panels, 12 of aiich
trary b inlesligent Door or Lift Cortrolien

Maxmu 18 Kayped of Rasdsr
Dervicers conraring o Chafdengor LA

TE0882 Single Smart Door Controller
irdnrfacing to Wisgand fomal Readar
TEOO07E Magnetic Stripe Arming StationReader

TS0801-§ Ares RAS, TSOBOS-16 Aron RAS,
THOMI-4 LED RAS & TSO006-HDuty 4 LED RAS

_
| THOAG1E Chrame Magnetic Stripe Card Roader
@]
. TEOETO Smart Card Resder



Challenger has the strength
and dependability you need...

The Challenger makes it easy to automate access, security and
environmental management for all types of buildings and offices.

The Challenger system can control;
* Alarm paoines

« Access control doors und Tifis

+ Lighting

= Heating and air comditioning

* Video switching

+ Bank vaults

* Plant equipment.

* [mtelligent Access Controllers can be conmnected to the Challenger Panel to enhance the systems gcoess control features, on both
door and foor sccess, These provide full redundancy i.e., stind-alone mode and special functions for high security
PequIrements

* When expanded, the Challenger recognises up to 63,535 ugers, Each user is allocaied up to three levels of access; ares conirol
[*alwrm group ), door acoess ("door group”} and foor access * floor group®). Each level of access can be restncted o tme
pericds {*time pones"). Liser alarm groups can be allocated up to three Lime zones.

* The Challenger can modify existing access restrictions for helidays, and take into sccount other automatically programmed
funciions.

= Challenger is compatible with daylight saving

* Dates for routing maintenance can be pre-programmed. In addition, any LCD arming station in & system can display customized
text.

« Complicated sequences of events can be programmed dsing exiensive macio-logic programming feaures. Here's o simple
exumple: wm on lights and air conditiomng, disarm area, restnct access 1o one group of usérs — all within a specified time,
Macro-logic can dlso be used 16 program HYAC, Hghting and ether feamines.

= Arming and disarming can be automated for partecalar tmes and days, or when specified events ocour in & sysem, With
auto-arm and disarm, salff no longer need to monitor security system mibegrity.

« Areas can be linked together to create common areas, Physical areas can be armed and disarmed in unison, without separate
alarm and access control procedures

* For high security areas where still-carmeras are used, the Challenger can count the number of stills faken. The Challenger can
also detect if still-cameras are low on film or out of film, and report this 5 & remote monitoring station

* Laptop PCs can be connected (via o port on the Challenger Panel) to nllow
downioads and uploads of Challenger system information, The Challenger Panci
can al%o be programumed onling.

* The Challenger Panel includes onboard modem, external monitored siren, internal
siren and strobe connections ns standard features.

* Lizing the TS2053 Mobile Duia Interface, the Challenger Panel can commumicote
with (through Telstra’s Mobile Data Metwork™) a remobe monitoring station,

* The Challénger can communicate with Remote Arming Stations and Data
Ciathenng Panels over leased lines or Fibee Optics asing Tecom LAN devices

* Multiple base station reporting formats are supponed including: Contact 1D,
Extended High Speed, TCPAP, Tecom Daaller and Tecom Dhirect Ling, with
capabilities for Secuntel and Mobile Data




allenger
The Challenger Panel operating capabilities are:

Standard:

6 1o 256 expandable inputs, all wath selectable
ar 4-state moniboring

2455 relays
16 areas
I srming stafions

15 Data Gathering Panels, 12 of which can be
Intelbipent Door or Lift Controllers)

&4 doors (48 Intelligent, 16 Standard)
G [hoors

Omn-board digiral dialler

On-board darect line facility

Sennl connechion fo Mobile Data alarm
transmission unit

- Senel Secunitel mberface connection
Seral printer connection (optional)
Lenal computer connecthon (optional)

Standard Memory Capacity:

50 users with 16 characiers fior user narme and up
to 10 digiis PIN code

128 fully programmable slarm groups
10 faliy Flrl,,la'_l'llll'll'l'li'llfllﬂ door EROUPS
IO fully progrommable floor groups

200 event buffer storing 100 pecess contral events
and 100 alarm Systermn events.

| Meg Expanded Memory Capacity
(TSORRZ):
11,466 users with
200 users wath 16 characters for wser name.
P00 with 10 digats PIN code
- 11,466 cardholders
- |28 fully programmable alarm groups
128 fully programosable door groops
G fully programmable loor groups

2000 event bulfer stonng 1000 access contmol
evenits and 1000 slarm system events,

Intelligent User Module - TS08ES -
| 7 KK) users
Intelligent User Module

65, 535 users

Both support anlimited card re-issues per user,

gimultaneous use of multiple card formats and

leamning of any industry stanskard format, mehedmg

|;|r_:.}rm-:rar§.r {munxirmiam 48 bits), All users may have
th a PIM and 5 card assigned 1o them. All users

may be assigned both o PIN and & card

TSO8ES -
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